6/30/2020 


Mail  -  Andraychak,  Michael  (POL)  -  Outlook 


Re:  Examiner:  Blue  Leaks 

Andraychak,  Michael  (POL)  < michael.andraychak@sfgov.org > 

Wed  6/24/2020  12:39  PM 

To:  Rueca,  Robert  (POL)  <Robert.M.Rueca@sfgov.org> 

Thanks. ..please  put  the  answers  together  into  a  paragraph  and  reply  to  Michael 


Michael  Andraychak  #457 

Sergeant  of  Police 

Public  Information  Officer 

Officer  in  Charge  -  Media  Relations  Unit 

San  Francisco  Police  Department 

1245  -  3rd  Street,  6th  Floor 

San  Francisco,  CA  94158 

(415) 837-7395 

Regular  Days  Off:  Fri,  Sat,  Sun 


This  email  and  any  files  transmitted  with  it  are  confidential  and  intended  solely  for  the  use  of  the 
individual  or  entity  to  whom  they  are  addressed.  Please  notify  the  sender  immediately  by  e-mail  if  you 
have  received  this  e-mail  by  mistake  and  delete  this  e-mail  from  your  system.  If  you  are  not  the  intended 
recipient  you  are  notified  that  disclosing,  copying,  distributing  or  taking  any  action  in  reliance  on  the 
contents  of  this  information  is  strictly  prohibited. 


From:  Rueca,  Robert  (POL)  <Robert.M.Rueca@sfgov.org> 

Sent:  Wednesday,  June  24,  2020  12:34  PM 

To:  Andraychak,  Michael  (POL)  <michael.andraychak@sfgov.org> 

Subject:  Re:  Examiner:  Blue  Leaks 

I'll  copy  into  case  notes 


Officer  Robert  Rueca  #2267 


Public  Information  Officer 

San  Francisco  Police  Department 

Office  of  the  Chief  of  Police 

Media  Relations  Unit 

POLICE  HEADQUARTERS 

12-0  _»a  juefcL,  otn  noor 

San  Francisco  CA  94158 


415.837.7395  Main 
415.837.7199  Desk 
415.837.7249  Fax 


Follow  me  on  Twitter: 

https:..  -  ^"r.corn/QfficerRueca 

This  communication  contains  information  which  is  confidential  and  may  also  be  privileged.  It  is  for  the  exclusive  use  of  the 
intended  recipient(s).  If  you  are  not  the  intended  recipient(s)  please  note  that  any  distribution,  copying  or  use  of  this 
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To  our  knowledge,  SFPD  has  had  no  data  breaches  or  any  other  type  of  information  systems  compromised. 

Is  there  any  danger  to  officers  or  their  families? 

The  Technology  Division  is  unaware  of  any  existing  or  potential  danger  to  officers  or  their  families. 

Has  the  department  taken  any  additional  precautions  to  protect  data  or  officers? 

SFPD  Technology  Division,  in  cooperation  with  the  City  and  County  of  San  Francisco  Department  of  Technology's 
Cybersecurity  Team,  go  to  great  lengths  to  fortify  our  data  environments  and  protect  the  integrity  of  our 
networks.  We  use  the  latest  technologies  and  strategies  to  ensure  the  security  of  our  networks  and  associated 
data. 


Thanks, 

Will  Sanson-Mosier 
Acting  Chief  Information  Officer 
San  Francisco  Police  Department 
(415)837-7300  (Angel  Yee) 

From:  Andraychak,  Michael  (POL)  <michael.andraychak@sfgov.org> 

Sent:  Wednesday,  June  24,  2020  10:45  AM 

To:  SFPDMediaRelations,  (POL)  <sfpdmediarelations@sfgov.org>;  Maxie,  Allison  (POL)  <allison.maxie@sfgov.org>; 
Lobsinger,  Adam  (POL)  <Adam.Lobsinger@sfgov.org>;  Rueca,  Robert  (POL)  <Robert.M.Rueca@sfgov.org>;  Sanson- 
Mosier,  William  (POL)  <william.sanson-mosier@sfgov.org> 

Cc:  Yee,  Greg  (POL)  <greg.yee<a>sfgov.org> 

Subject:  Re:  Examiner:  Blue  Leaks 

Hi  Will, 

Please  see  below  and  advise  if  SFPD  had  any  exposure.  If  so,  please  provided  guidance  in  responding  to 
the  reporters'  questions. 


BlueLeaks:  Huge  Leak  Of  Police 
Department  Data  Follows  George 
Flovd  Protests  _  forbes.com 

A  large  leak  of  police  data  landed  on  Juneteenth, 
the  day  commemorating  the  end  of  slavery  in  ... 
[+]  America.  The  data  drop  also  came  amidst 
widespread  protests  following  the  killing  of 
George ... 

www.forbes.com 
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Has  any  SFPD  data  or  information  been  compromised,  and  if  so  what  and  how? 
Is  there  any  danger  to  officers  or  their  families? 

Has  the  department  taken  any  additional  precautions  to  protect  data  or  officers? 
Thank  you, 

Michael  Barba 

Staff  Writer 

San  Francisco  Examiner  |  mbarba@sfexaminer.com 

(415^59^2874 

@,mdbarba 
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